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Mission statement of our research 
team
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Helicopter overview of our research 
on static verification
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Dealing with broken data 
dependencies in web applications
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Duke’s BookStore application
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Shared data interactions
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Identified problems
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Desired composition property
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Solution
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Solution overview

Application
implementation

Deployment
information

Intended client/
server protocol

Online web 
traffic

Application
specification

Checking
specification –
implementation

compliance

Run-time
protocol

enforcement

Application-specific
protocol

verification

Input artifact

Generated artifact
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Step 1
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implementation

Application
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implementation
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Step 2
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Intended client/server protocol
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Step 3
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Experimental results
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Conclusion
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Dealing with concurrency-related 
bugs in Java/C# applications
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Data races
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Data races as vulnerabilities
void SomeSecureFunction()  {

if(SomeDemandPasses()) {
fCallersOk = true;
DoOtherWork();
fCallersOk = false();

}
}

void DoOtherWork() {
if( fCallersOK )  {

DoSomethingTrusted();
}
else  {

DemandSomething();
DoSomethingTrusted();

}
}

Caching a security check

Can give another thread access

(Example from msdn library)
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Step 1: A programming model
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Step 1: A programming model
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Step 1: A programming model
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Rules of the programming model
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Programming model: Example
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Programming model: Example
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Step 2:Modular Static Verification
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Modular verification: example
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Modular verification: example
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Verifying Concurrent Java Programs
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Overview
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Stack inspection-related bugs
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Rule
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Annotations and ghost state
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Translation to VC’s*

vc_sps(p.Demand(); s, Q) �

p ∈ tid.Dynamic && vc(s, Q)

vc_sps(o.Method(); s, Q) � 

vc(o.Method(tid.Dynamic); s, Q[...])

for every method body s in a class C:

vc_sps(s, Q) � 

vc(s, Q[(tid.Dynamic � staticC)/tid.Dynamic])

3�
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An example
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Example (2)
class Assembly{

static Assembly LoadFrom(String url)

requires url.StartsWith(“file:”) ==> 

tid.Dynamic.Contains(new FileIOPermission(url));

requires ! url.StartsWith(“file:”) ==> 

tid.Dynamic.Contains(new WebPermission());

{

if(url.StartsWith(“file:”)){

new FileIOPermission(url).Demand();

//open and return the assembly

} else{

new WebPermission().Demand();

//open and return the assembly

}

}

}
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Conclusion: stack inspection-related bugs
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Overview
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Conclusion
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